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Making a security alarm for fun and profit
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ZE2HHY | In the past 6 years there have been several large changes to the CTF
scene. For example, the style of problems, the volume and level of
competitions, the competitiveness of teams, and the development of
tools have all had a large influence on competitions and strategies
required to be successful. This course will walk through some
history to help put tools and techniques in context with hands on
lessons.
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® Whatisa “CTF”?
® (CTF category
® History
® Several challenge
® CTFs Tools
® CTF Meta-Game
® The Future of CTFs
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Reverse engineering and malware analysis
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® What is malware?
® History of Malware
® Threat Actors
® Types of Malware
® RE Tools
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B Buffer overflow
€ Stack overflow/Heap overflow
B Return Oriented Programming
€ Data Execution Prevention
ASLR(Address Space Layout Randomization)
Symbol resolving
Stack migration
GOT Hijacking
€ Format String Vulnerability

€ Heap Exploitation
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B How to bypass program registration?
B How to avoid the NAG window?
B How to hack a game?
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OWASP Top 10
Man-In-The-Middle Attack
Metasploit + BeEF
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Exploring decoys and honeypots
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This talk will walk attendees through common methodologies of
building and deploying decoys and honeypot networks as well as
will discuss a number of case studies of incidents identified on

honeypot networks.
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Introduction
Darknet at Academia Sinica
Tools of trade

Case studies

Detecting client attacks
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Introduction to data science

Data collection

Introduction to R

Unsubscription Prediction
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Game Bots
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Automatic exploit generation
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® Introduction to CRAX
® Method
® Implementstion
® Result
® ROP Chain
® TRITON
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